ITAMATKA . .
JJIAA OBYHAIOIIUXCA Ob HTHOOPMAIIMOHHOU BE3OITACHOCTU JETEHN

HEJIb31

1. Bcem moapsin cooOmark cBOO 4acTHY HHpOpManuio (Hactosmme uMs, Gpamuinuio, TenedoH,
ajipec, HOMep IIKOJIbI, a TaKke (hoTorpaduu CBOH, CBOCH CEMbHU U JIpy3ei);

2. OTKpbIBaTh BIOXKEHHBIE (DAilJIbI SJIEKTPOHHON MOYTHI, KOT 1A HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuTtsh, npuanpaThcs, OKa3blBaTh JaBICHUE - BECTH c€0s1 HEBEKIIMBO U arpECCUBHO;

4. He pacnopspkaiicsi IeHbraMH TBOCH ceMbU 0e€3 pa3pelieHHs CTapIInX - BCErja CIpalInBai
poauTene;

5. He Bcrpewaiics ¢ MIHTepHET-3HAKOMBIMH B PEaJbHOM JKM3HU - IIOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JOBEpSEILb.

OCTOPOXKHO

1. He Bce nmumyt npaBay. Yurtaems o cebe Henpapay B MHTepHeTe - coo0mu 00 3TOM CBOUM
POAMTEIISIM WA OTIEKYHAM;

2. [lpurnamaroT nepenuchBaThCs, UTPATh, 0OOMEHUBATHLCS - POBEPD, HET JIU MOIBOXA;
3. HezakonHoe konupoBanue ¢aiiinoB B UHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIBIM O MpobOieMax B CETH - OHU BCETa MOMOTYT;

5. Wcnonb3yil HacTpoiky 0€30MacHOCTH U MPUBATHOCTHU, YTOOBI HE MOTEPSITH CBOM aKKAyHTHI B
COLICETSAX U JPYI'HX NOpTallax.

MOYKHO

1. VBaxail Ipyrux noJjib30BaTeIIei;

2. Ilonp3yeubcst IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6maThCs 3a TOMOIIBIO B3POCIBIM - POAUTENH, OMEKYHBI U aJIMUHHUCTPAIIS CANTOB BCET/Ia
MOMOTYT;

5. Ilpoitnn oOyuenue Ha caiite "CeTeBUUOK" M TOTYyYH MACTIOPT MUGPPOBOTO rpakIaHuHA!

NHP®OPMALIMOHHAS ITAMSATKA
JJISA OBYYAIOIIUXCA JIAA PASMEIIEHUSA
HA O®OUIINAJIBHBIX UHTEPHET-PECYPCAX



C kaXJbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIBbILE, A IIKOJBbHUKU OJHHU U3 CaMbIX
aKTUBHBIX IIOJIb30BaTenel Pynera. Mexny Tem, IOMUMO OTPOMHOIO KOJIMYECTBA BO3ZMOXKHOCTEH,
UHTEpHET HeceT U NpoOeMbl. JTa MaMATKa J0JKHA TOMOUYb Te0e 0€3011acHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUpPYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEILHOU
0COOEHHOCTBIO KOTOPOH SIBIIIETCS CIIOCOOHOCTH K Pa3sMHOXKCHHIO. B jononHeHune k 3TOMYy,
BUPYCBI MOT'YT ITOBPEAMTH WX MOJHOCTHIO YHUUTOXKUTh BCe (DAMIIbI U JaHHBIE, TIOJAKOHTPOJIbHBIE
II0JIb30BATENI0, OT IMEHH KOTOPOro ObLIa 3alyllleHa 3apakeHHas IPOrpaMma, a TaKXkKe IIOBPEIUTh
WIN J1aKe YHUUYTOXKUTh ONEPALMOHHYIO CUCTEMY cO BceMH (hailimamu B nenom. B GonbimHcTBe
CJIy4aeB PacIpOCTPAHAIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToabl 3a1IIUTHI OT BPEAOHOCHBIX IPOrpamMMm:

1. Mcnionp3yii cCOBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHb 3aLIUTHI OT
BPEJOHOCHBIX IIPOTPaMM;

2. IlocrosHHO ycTaHaBiMBal mnayTh (UKM(pOBBIE 3aIlIaTKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C 1I€JIbI0 IOPAOOTKH ITPOrpaMMBbl) U IpyTrue OOHOBIIEHUS CBOEH ONepalinOHHOM
cuctembl. CkaumBail X TOJbKO ¢ odunmansHOro caiira paspadorunka OC. Eciu cymiectByer
PEKUM aBTOMATUYECKOI0 OOHOBJIEHHUS, BKJIIOUH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MOJ] PaBaMu MOJIb30BaTElNs, @ HE aAMUHHUCTpATOpa. JDTO HE
TIO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IPOTPAaMM HWHCTAZIMPOBATHCS HA TBOEM IEPCOHATBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHPYCHbBIE NPOTPaMMHBIE MPOAYKThl H3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBIOTEPY HJISI TIOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHeUIHME HOCHUTENM HH(pOpMaluu, Takue Kak (iemika, AUCK Wian dain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBaii KOMIBbIOTEpHBIE (DAlIbI, MOJyYEHHBIE U3 HEHA/IEKHBIX HUCTOYHHMKOB. [laxke Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlyullie yTo4HM y HEro, OTHpPaBIIsI U OH TeOe uX.

Ceru WI-FI

Wi-Fi - a0 He BuJI mepeaun JaHHBIX, HE TEXHOJOTHs, a BCETo JIMIIb OpeHy, Mapka. Emte B 1991
rofy HHJEpJaHicKas KoMmmaHusi 3apeructpupoBasia Openn "WECA", urto o00o03Hauano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoauTcs kKak "GecrpoBoHas TOYHOCTD .

Jlo Hamiero BpeMeHHM Joluia Jpyras abOpeBuarypa, KOTopas SBISETCS TaKOW e TeXHOJIOTHEH.
Orto abOpesuatypa "WIi-Fi". Takoe Ha3BaHWe OBLIO JaHO C HAMEKOM Ha CTaHIAPT BBICIIEH
3BykoBoi Texnuku Hi-Fi, uto B mepeBosie 03Ha4yaeT "BbICOKast TOYHOCTH'.

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTeNsX U adporoprax SBISETCS OTJIMYHOU
BO3MOKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE SKCIIepThl CYUTAIOT, UTO 00menocTynHbie Wi-Fi
CETH HE SIBIISIOTCS O€30MacCHBIMHU.



CoBeTbI 110 6€30NMaCHOCTH PadOTHI B 001IeA0CTYNHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro muuHy0 nH(popmaruio yepes oodmenoctynubie Wi-Fi cetn. Paboras B HuX,
JKEJIaTeIbHO HE BBOJUTH MAPOJIH JJOCTYTIA, JOTHHBI U KAKHE-TO HOMEPa;

2. Hcnonp3yil u OOHOBISIH aHTHUBHPYCHBIE TNporpamMmbl M Opanmmayep. TemM cambiM Tbl
o0e3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonn3oBanuu Wi-Fi otkimroun gynkimto "OOmuit noctyn k daitiam u npunTepam”.
JlanHast pyHKIMS 3aKpBITA 10 YMOJTYAHHIO, OJTHAKO HEKOTOPHIE ITOJIb30BATEIIN aKTUBUPYIOT €€ IS
y100CTBa UCIIOJIb30BaHUS B paboTe uiu yueoe;

4. He ucnonp3yit nyomuuneiii WI-FI nns nepenaum auuHbBIX JaHHBIX, HApUMEp U1 BBIXOJA B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO IIOUTY;

5. Ucnonw3yii Tonbko 3amuimentnoe coenunenue yepes HTTPS, a ue HTTP, T.e. mpu nabope Be6-
aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone otkaoun pynkmuio "[logkmrouenue k Wi-Fi aBromatuyecku". He
JIOITyCKail aBTOMaTHYECKOTO MOIKIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.

CoumnajbHble ceTH

ConuanbHble CETHM aKTHBHO BXOJST B Hallly »U3Hb, MHOTHME JIIOAM PabOTAIOT U JKUBYT TaMm
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHAp] YEJIOBEK, YTO SIBJISIETCS OIHOM
CeIbMOI BCEX JKUTENICH IIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO HWH(pOpMAIHS,
pasMelleHHas UMH B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJJIeHa M UCIOJIb30BaHa KEM YI'OJHO, B
TOM 4HCJI€ HE 00513aTeNbHO ¢ OJ1aruMu HaMEPEHHSIMH.

OcHOBHbBIE COBETHI 110 0€30IACHOCTH B CONUAIbHBIX CEeTSIX:

1. Orpannub cnucok Jpy3eil. Y Teds B Ipy3bsiX HE JOJDKHO OBITH CITyYalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3ammmail cBO 4acTHYIO XKu3Hb. He ykasbiBail mapoiu, TenedoHsl, aapeca, JaTy TBOETO
POXJIEHUS U JIPYTyIO JIMYHYI0 HH(pOpMalMIO. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JIaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYETC MMPOBECTU KAHUKYJIbI;

3. 3amuinail CBOO peryTaIuio - JIepkKH ee B YMCTOTE U 3a/1aBail cebe Bonpoc: XoTes Obl Thl, YTOObI
JIpyrue TOJb30BaTeId BHUAETH, 4YTO Thl 3arpyxkaems? [lomymali, mpexnae dYeMm 4TO-TO
OIyOJIMKOBATh, HAMIUCATD U 3aTPY3UTh;

4. Ecnu Thl TOBOPHIIB C JIIOAbMHU, KOTOPHIX HE 3HACIIb, HE MCIOIb3YH CBOE peallbHOE UMS U
JIPYTYIO JTUYHYI0 HHPOPMAIIUH: UMSI, MECTO KHUTEIHCTBA, MECTO YU€OBI U TIPOYEE;

5. N3berait pasmenienus ¢otorpaduii B MHTepHETE, TIe ThI M300paKEH HAa MECTHOCTH, IO
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOMOIOKEHHUE;

6. Ilpu perucrtpanuu B COUMATBHONW CETH HEOOXOJMMO HCIOJIB30BaTh CIIOKHBIC MapOJIH,
cocrosmue u3 OyKB U MUQp U C KOTUIECTBOM 3HAKOB HE MEHee §;



7. JIns conuaibHOM CETH, MOYTHI M IPYTUX CAUTOB HEOOXOJIMMO UCIOJIB30BATh Pa3HbIC MapOJIH.
TOFI[a €CJIIn T€6}I B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKHA MOJIYYaT JOCTYIl TOJIBKO K OTHOMY MECTY, a4 HC
BO BCE Cpa3y.

JIeKTPOHHBbIE IeHbI' U

:‘)J'IGKTpOHHBIG JCHBbI'U - 3TO OYCHb y,[[OGHBIﬁ croco0 l'IJ'IaTe)KefI, OQHAKO CYHCCTBYIOT MOIICHHUKMU,
KOTOPBIC XOTAT IMOJYUYUTb OTU ACHBI'U.

:‘)J'IGKTPOHHBIe JCHbI'M IIOABUJIMCh COBCEM HCAABHO H HWMCEHHO H3-3a 3TOI'O BO MHOI'HX
rocydapCTBax 10 CUX IIOP HC HNPONHCAHO IIPO HUX B 3adKOHAX.

B Poccun e oHu (yHKIMOHHUPYIOT U O HUX YXK€ MPOIHUCAHO B 3aKOHE, TJIe UX pa3ieisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HHMIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MPOBOAUTH ONepanuu 0e3 WACHTH(PHKAIWK MOJb30BaTesl, a B
HEaHOHMMHBIX MJIeHTH(UKALKS TI0Ib30BATENS ABIsIETCS 0053aTENbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHBIC (PUATHBIC AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaIOTaM)
U JICKTPOHHBIE HE(HUATHBIEC ACHBI'H (HE PAaBHBI TOCYIaPCTBEHHBIM BAIIIOTAM).

OcHoBHBIE cOBeTHI 10 0e30MacHoil padoTe C 3JIEKTPOHHBIMH IeHbIAMM:

1. IlpuBsku K cyeTy MOOWIBHBIM TelaedoH. DTO camblii yIOOHBI W OBICTPBIM crOCOO
BOCCTAHOBUTH JIOCTYIl K cueTy. llpuBsi3aHHBIA TeneoH IMOMOXKET, ecinu 3al0yaenib CBOMH
TUIATE)KHBIA TTAPOJIb WITK 3ai/IeNIb HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Ucnone3yit oqHopazoBele napoiu. [locie nepexoia Ha YCHUICHHYIO aBTOPU3ALIUIO TeOe yxKe He
OyJIleT yrpokaTh OMAaCHOCTh KPaXXu WM MepexBaTa IIaTeKHOTO MapoJis;

3. Bribepu cioxsbiii mapons. [IpectynHukam OyneT He NMPOCTO yrajiaTh CIOXKHBIM Mapoib.
HanexHsle maponu - 3TO mapoJiu, KOTOpbIE COJAEPKAT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ceOs
CTPOYHBIE U MPONUCHBIE OYKBBI, LIU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JjoJu1apa, GpyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JJaHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEIb.
DJIeKTPOHHAA MOYTA

ONEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHMSI U TNPEAOCTaBISIEMBIE €0 YCIYI'M IO IEPECBUIKE U
MOJIyYEHHUIO BJIEKTPOHHBIX COOOIIEHHM, KOTOpbIE pacHpeensioTcs B KOMIBIOTEPHOH CeTH.
OObIYHO ~ DNIEKTPOHHBIM  MOYTOBBIM  SAMIMK  BBIJIIAMT — CleAylommM  oOpasoM:
UMs_TIOJb30BaTeNA(@HUMs_JOMEHa. Takke Kpome Tepefadyd TMpOCTOro TEKCTa, HMeeTCs
BO3MOKHOCTb IepeiaBaTh (panibl.

OcHoBHBIE COBETHI 110 0€30nacHOi padoTe ¢ JIEKTPOHHOM MOYTOH:
1. Hamo BBIOpaTh NpaBUIIbHBIM IOYTOBBIA cepBUC. B HHTepHETE ecTb OrpOMHBINA BBIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4llle JIOBEPATh TE€M, KOTO 3HAEUIb M KTO NEPBbIN B

pEUTHHTE;

2. He yxa3piBall B JMYHON mouTe Ju4Hylo uHpopmauuioo. Hampumep, nydmie BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" umu "pok2013" BMecTo "Temal3";



3. Ucnonb3yi ABYX3TalHYI0 aBTOPHU3AIMIO. DTO KOrJa MOMHUMO IMapojis HY>KHO BBOIUTH KO,
npucbuIaeMblil mo SMS;

4. BoiOepu COXKHBIA TTapoib. [JIsi KaKI0T0 MOYTOBOTO SIIIMKA JIOJDKEH OBITh CBOWM HAJC)KHBIMH,
YCTOWYUBBINA K B3JIOMY MApOJIb;

5. Ecnm ectb BO3MOXHOCTh HamucaTh CamMOMYy CBOM JIMYHBIM BOMPOC, HCIOJB3YyH 3Ty
BO3MOYKHOCTD;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIMIMKOB. [IepBbIil [is1 YaCTHOM MEPENUCKH C ajpecaTaMu,
KOTOPBIM ThI JIOBEPSICIIb. ITO IEKTPOHHBIN aJIpeC HE HAJ0 MCIOJb30BaTh MPU PETUCTPALIMH HA

dbopymax u caiiTax;

7. He oTkpbIBaii (haliiiel M APYTHUE BIOKECHHS B MUChMaXx, 1K€ €CJIM OHU MPUIILUTH OT TBOUX JIPY3€H.
Jlydrie yTOYHM Y HUX, OTIIPABIISLIN JIM OHH TEOE ITU (ailibl;

8. Ilocre oxoHYaHMsi pabOTHI HA MOYTOBOM CEPBUCE TEPE] 3aKPHITUEM BKJIAJKUA C CAUTOM HE
3a0ynb HaxaTh Ha "BeiiiTu".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeIbCTBO

KubepOymmuar - mpecienoBaHue COOOMICHUSIMHU, COACPIKAIIMMHU OCKOPOJICHUS, arpeccuio,
3allyTUBaHKE; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOILIBIO PA3IMYHbIX MHTEPHET-
CEpPBHUCOB.

OcHoBHbBIE coBeThI 110 Oopble ¢ KHdepOyJIMHIOM:

1. He 6pocaiics B 00ii. JIyumnii cioco0: mocoBeTOBaThCs Kak ce0st BECTH U, €CIIM HET TOTO, K KOMY
MOKHO OOpaTUTHCS, TO BHavYalle YCIOKOUThCs. Eciiu Thl HayHelb 0TBeYaTh OCKOPOICHUSIMU Ha
OCKOPOJIEHUs, TO TOJIBKO ellle 0OJIbIle Pa30XKellb KOH(IUKT;

2. Yrpasnsaii cBoel KubeppemnyTaimei;

3. AHOHMMHOCTb B ceTd MHUMasi. CyIeCTBYIOT CIIOCOOBI BBIAICHUTD, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJUTaHCKUI o0pa3 BUPTyaJdbHOM *U3HHU. MIHTEepHET (ukcupyeT Bce TBOM
JEHCTBUS U COXpaHseT UX. Y JaNuTh ux OyJAeT KpailHe 3aTpyIHUTENbHO;

5. Co0to1aii CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit eauHuuyHblii HeraTuB. OJHOPA30BbIE OCKOPOMTENBHBIE COOOIICHMS JIydlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayallbHOM CTa/iny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITHATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEIeTICHHBIX apecoB;

8. Ecnu ThI cBUaeTenb KuOepOysuHra. TBOU NeHCTBUSA: BBICTYNUTHh MPOTUB IpeciieoBaTeNs,
M0Ka3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCS HETaTUBHO, MOJIEPKATh )KEPTBY, KOTOPOH HY>KHA

IICHUXOJIOTNYCCKas IMOMOIIb, COO6IJ_[I/ITB B3POCJIBIM O (paKTe arpeCCUBHOIO MOBEACHUS B CCTH.

MoOunbHbIi Tes1e)oH



CoBpeMeHHbIe CMapT(OHBI W TUTAHIIIETH COJIEPKAT B ce0e BIIOJIHE B3POCIbIN (QYyHKIIMOHANI, U
Terepb OHM MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMH KommbioTepamu. OpHaKo, CpPeICcTB
3aIUTHI JIJIS TOJIOOHBIX YCTPOKCTB MTOKA 0OUYeHb Majio. TecTHpoBaHHUE U MOUCK YA3BUMOCTEH B HUX
MIPOMCXOIUT HE TaK MHTEHCUBHO, Kak Jtst [1K, To jxe caMoe kacaeTcst 1 MOOMITbHBIX MPUITOKCHHIA.

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl yKe IPAKTUYECKH JTOTHAIN HACTOJbHbIE aHAJIOTH, OJHAKO
pacumpenue (pyHKIHOHAA BIeUeT 3a OO0 OOJBIIYIO CIOXKHOCTh U MEHBIIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MNPOM3BOAMUTENM BBINTYCKAIOT OOHOBJIECHMS, 3aKpBIBAIOIINE KPUTHYECKUE
YSA3BUMOCTH ISl CBOUX YCTPOWCTB.

OCHOBHBIC COBETHI JUIA 0€e3011aCHOCTH MOOHUIBHOTO TeJ'Ie(i)OHaI

Hudero He sBisercs [MO-HaCTOAIICMY OecIuIaTHBIM. By,Z[I) OCTOPOXKECH, BCIb KOrjga TeOe
npeajararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKUC-TO IIJIATHBIC YCIIYTH;

Hymaii, npexxae uem ornpaButb SMS, ¢oTto mnm Bumeo. Tl TOUYHO 3HaeUIb, TAe OHU OyAyT B
KOHEYHOM utore?

Heo6xomumMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcrionb3yii aHTUBUPYCHBIE TPOTPAMMBI JIJTsI MOOUJIBHBIX TeNIe(OHOB,;

He 3arpy>1<aﬁ IMPUITIOKCHUA OT HCU3BECTHOI'O HCTOYHHUKA, BCAb OHH MOTYT COACPKATH
BpCIAOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne TOro Kak Thl BBIACILIb C caiiTa, 1€ BBOJWI JUUYHYIO HHPOpPMAILHIO, 3aiil1 B HACTPOMKHU
Opay3epa u ynanu cookies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIIYT'U aKTUBUPOBAHBI HA TBOCM HOMCEPC,

JaBaii cBoif HOMep MOOWJIBHOTO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HAEHIb M KOMY
JIOBEpsIEIIb;

Bluetooth momxen ObITh BBIKIIOYEH, KOTJa Thl UM HE Moib3yemibcs. He 3a0biBait mHOTIA
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE Pa3BJI€UEHUs, 00bEINHAIOIINE
COTHH THICAY YEJOBEK MO BceMy MHpY. MIrpoku uccieayroT TaHHBIH UM MU, 0OLIa0TCs APYT C
JPYTOM, BBITIOJHSIOT 3a/1aHUs, CPAYKAIOTCS C MOHCTPAMU U MOJIYYarOT OMbIT. 32 Y0BOJIbCTBHE OHU
IUIATAT: TOKYMAOT AUCK, OIUIAYMBAIOT A0OHEMEHT WM MPUOOPETAIOT KaKUe-TO OMIIHH.

Bce atu cpenctBa uayT Ha MOJJEp)KaHUE W Pa3BUTHE UTPHI, a TAKXKE HA caMy O€30MacHOCTH:
COBEpIIICHCTBYIOTCS CHCTEMbI aBTOPU3AIIMH, BHIMYCKAIOTCS HOBBIE MaTuu (M(POBBIE 3aIIaTKH

JUTISL IPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B HOHO6HBIX HUrpax CTouT oOIacaTbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXXu TBOECTO
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:



1. Ecnu apyroii urpok BeaeT ceds TUIOXO0 WM CO3/1aeT Te0e HEeMPHUSATHOCTH, 3a0JIOKUPYH €ro B
CIIUCKE UTPOKOB;

2. Tloxanyiics agMHHHMCTpaTOpaM HIPhl Ha IUIOXOE€ IOBEJAECHHUE 3TOr0 UIPOKA, >KEJIATEIIbHO
HPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He yka3biBaii tnunyto uHdopmaryio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(UIIMATbHBIE TTATYU W MOJIBI;

6. Ucrionb3yit C0KHBIE U pa3HbIE MapOJI;

7. Jaxxe BO BpeMs UIpbl HE CTOUT OTKIJIIOYaTh aHTUBUPYC. [Ioka Thl Urpaerib, TBOH KOMIBIOTED
MOTYT 3apa3HTh.

@OUIIMHT WIN KPaKa JHYHBIX JTaHHBIX

OOBIYHON KpaXkei JIeHeT W JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAWBHUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKNA [EPEeMECTUIINCh B HHTEPHET, U MPOJOJDKAIOT
3aHUMAThCA "MIOOUMBIM" JI€TI0OM.

Tak mosiBUIach HOBask yrpo3a: MHTEPHET-MOLIEHHNYECTBA WM (DUIIMHT, TJIaBHAS 1EeJIb KOTOPOTro
COCTOUT B TMOJYYEHHH KOH(PHUACHIMAIBHBIX JTaHHBIX IOJIb30BaTeNIei - TOTUHOB W mapoiieii. Ha
aHTIMKCKOM si3bIke phishing uuTtaercs kak ¢umuHr (ot fishing - peiOHas nosmus, password -
MapoJib).

OcHoBHbIE coBeThI 110 6opble ¢ GUIIMHTOM:

1. Cnenun 3a cBouM akkayHTOM. Ecim TBI mo/103peBaenib, 4TO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM KaK MOXHO
cKopee;

2. I/ICHOHBSYﬁ Oc30IacHbIC Be6-caflTH, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITOUCKOBBIX CUCTCM;

3. Hcnonb3yil crnoxHble M pa3Hble mnaposiu. Takum oOpa3oM, eciau TeOs B3JIOMArOT, TO
3JI0YMBIIIJIEHHUKH TOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnun 1e0s B37IOMaIM, TO HEOOXOAMMO MPEAYINpPENNUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
noGaBiieHbl y TeOsl B Ipy3bsiX, O TOM, YTO T€Os B3JIOMAJIM U, BO3MOXHO, OT TBOETO MMEHHU OyJeT
paccbuIaThCs CllaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOYM cOXpaHEHUe maposisd B Opaysepe;

7. He oTkpbIBaii paiisibl ¥ ApyTHE BIOKEHUS B MHUChbMaX, JaKe €CIIM OHU MPUIILTH OT TBOUX APY3eHl.
Jlydie yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (pailiibl.

Hudposas penyrauus



[MudpoBas pemyranmsi - 5TO HETaTUBHAs WM TO3WTHBHAs HHPOpMAIMs B CeTH O Tebe.
Kommnpomerupyromas nHpopMaiins, pa3MelieHHass B WHTEPHETE, MOXKET CEPhEe3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOW xku3HU. "llndpoBas penmyranms" - 3TO TBOH MMHIK, KOTOPBIHA
dopmupyercs u3 nHopMaIyu 0 Tebe B UHTEPHETE.

TBoe MecTO >KHUTENbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJM3KHX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue mnoJIpOCTKHU JIETKOMBICIIEHHO OTHOCSTCS K MyOIMKanuu JUYHOM wuHPOpManuu B
WNurepuere, He MOHUMAst BOBMOXHBIX OCHEACTBUN. ThI Jaxke HE CMOXKEIIb 10Ta1aTbCsl O TOM, YTO
dororpacdus, pasmenieHHas 5 JeT Ha3all, cTaja IPUYMHON O0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienne TBoux QGortorpaduii U qpyrue AeicTBUS MOTYT HE HCUE3HYTh JIaxKe
II0CJI€ TOT0, KaK Thl UX yJaluIIb. Thl HE 3HAEIIb, KTO COXPAHUI 3TY UH(OPMALIMIO, TIONAJIA JIK OHA
B ITIOMCKOBBIE CHCTEMBI M COXPAHWJIACh JIM OHA, a TJIABHOE: YTO MOJYyMAIOT O TeOe OKpY’KaroIue
JFO/IU, KOTOPbIe HAUAYT M YBUAAT 3T0. HaliTn mH(pOpMaLnio MHOTO JIET CIIYCTsl CMOXKET JIF00OH -
KaK 13 100pbIX NOOYKIEHHH, TaK M C HAMEPEHUEM IPUUMUHUTH BPEl. DTO MOKET OBITh KTO YTOHO.

OcHoBHbBIE cOBeTHI 110 3amKUTe HM(POBON pernmyTanuu:

1. ITogymaii, mpexae 4eM 4TO-TO IyOJIMKOBATh U IEepPeIaBaTh y ceOsi B 0JIOTe WM B COITUAIBHOM
CeTH;

2. B mactpoiikax mpoduis YCTaHOBH OTPaHUYCHHUS HA MPOCMOTP TBOEro MpOodUiIs U ero
COJICPKMMOT0, CHETIai ero TOJNbKO "yis Apy3ei';

3. He pa3memiaii 1 He yka3pIBail MH(POPMAIUIO, KOTOpas MOXKET KOro-Iu00 OCKOPOJIATh WK
00MXKaTh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE IKOIbHUKY - aKTUBHBIE IT0JIb30BaTeNN HU(PPOBOTo MpocTpaHcTBa. OTHAKO JTaIeKO
HE BCE 3HAIOT, YTO TMOJb30BAaHUE MHOTUMH BO3MOKHOCTSIMH IIU(PPOBOrO MHUpa TpedyeT
COOJTIOJICHHS TTPaB HA MHTEJJIEKTYaIbHY0 COOCTBEHHOCTD.

Tepmun "UHTENIEKTyaJdbHas COOCTBEHHOCTb" OTHOCHUTCS K  pa3iMYHBIM  TBOPEHUSM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl M YCIYrd, W 3aKaHuMBasg KHHUramu, QortorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU IPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MIPOU3BE/ICHUS HAYKH,
JUTEPAaTypbl U MCKycCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KayeCTBE TIapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TPy aBTOpa He OyAeT HampacHbIM, JacT €My CIpaBeIJIuBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOETO TPYJa, MOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 pa3penieHus aBTopa He MOYKET BOCIIPOU3BOIUTE €r0 IMPOU3BEIEHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAaBaTb, WMIIOPTUPOBATH, IYCKaTb B MPOKAT, MyOJIUYHO
UCTIOJIHATB, MIOKA3bIBATH/UCIIOIHSTh B dHpe UIH pa3meniaTts B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOT0 00eCIIeYeHUsI MOXKET IPUBECTU K MHOTHM PUCKaM:
OT MOTEPU JTAaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKU TBOETrO yCTPOMCTBA, IJie YCTaHOBJIEHA
HelerajabHas nporpamMMa. He crout Taxoke 3a0bIBaTh, UTO CYIIECTBYIOT J€TalIbHbIE M OecIIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HANTH B CETH.



O nopraJjie

CeTeBHYOK.p¢ - TBOHM IVIaBHBIN COBETYMK B CETH. 37I€Ch Thl MOXEIIb y3HATh O O0€30MaCHOCTH B
CeTH TIOHSATHBIM M JIOCTYIHBIM $3BIKOM, @ IpPH BO3HUKHOBEHHUH KPUTHUYECKOW CHUTYyalluu
00OpaTHUTHCS 3a COBETOM. A TaK)Ke NPUHSITH y4acTHe B KOHKYpPCAaX M CTaThb CaAMBIM LU(PPOBHIM
rpaxxaaHuHOM!



